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2 Introduction

The purpose of thiguide is tohelp administrators work with SoapBox Server and SoapBox Server
Manager.SoapBox Server Manager can be used to perform most conamhmmistrative taskst
provides a variety of capabilities that ease #@ministation of SoapBox Server.

3 Setting up SoapBox Server Manager

To begin using the administrative tools you must first setup your Sétaeager To launch the
application, select SoapBox Seriainagerfrom the SoapBox Server folder under Programs Files.
Alternatively yu can access it from the start menu. Stax¢nu-> Program Files> Coversant>
SoapBox Serv@010-> Tools> SoapBox Server Managé&he first time you launcthe mangeryou
maybe prompted to enteia server to manage, and the credentials to use.

. Cowversant
. Coversant Communicator 2009
| SocapBox Server 2007 Enterprise
¥ Configuration Wizard
:ﬂﬁ Restart Service
.;ﬁ Start Service
J‘E Stop Service
. Database
. Documents

. Tools

2 SoapBox Server Manager
T Test Harness
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|

Server Properties
General

Domain:  coversant.net

Example: coversant .com

Ly tomatically Determine Host

Host:
Example: localhost

) Use Windows Integrated Authentication

Maote: This should anby be used with Active Directony or
MT user managers.

@ Specify Usemame and Password

Usemame: SoapBoxAdmin
Example: SoapBoxAdmin

Password: sessss
Remember Password
[] Create Log of Session || Automatically Connect at Startup

3.1 XMPPDomain Selection

Enter theXMPRdomain name yoyrovided during the SoapBox Sereenfigurationprocess. The

domaincan be used to determine the host or you can unchiedk dzi 2 Y+ G A OF f £ &8 5SGSNINAYS
allowingSoapBox Server Manageruee a specific host name rather thaatomatically determiingthe

host name via DN®NS lookups first attempt to resolée{ wrecérdsandthend ! ¢ NBO 2 NR

described in the installation guid¥ou can enter a host name or Bhaddresén the host nane field.

For example fiyour server does not yet have DNS setup, ga enter the IP address in thestfield.

SoapBox Server 2010 Administration Guide Page7
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3.2 Credential Selection

If SoapBos&erver is running in ActivBirectory or NT Domain mode, you have thion to use
Integrated Windows Autheitation. Thisuses the currenWWindowsaccountinformationfrom your
workstation.|If yourworkstation is joined to the AD Forest or Bdmain, and you have the appropriate

permissionsthisis the easiest method. ¥ & 2 dzQ NilBegrdt@dautheaticatighdouneed to enter
the SoapBox Server admiisernameand passwordT o login, tickthe OKbutton.

. H b
o Coversant ScapBox Server Management Studio LL
File Tools Help

ERF ] SoapBox Servers @ SoapBox Servers
=l coversant.net (3.3.335)
L

e

| Managed Roster Groups
82 Message Archiving and Auditing
Confs Ro i ; nt .net
Poﬁ;;':nce oms (corfersnce coversant net) 8 Up One Level [#]Refresh 5 Properties
# Cross Domain Connections
Trace
Users

There are no options forthe selected item.

4 SoapBox Server Manager Features

SoapBox Servédanagerprovides many features thanableeasy and efficient administration of
SoapBox Serverhis section providesnoverview of theefeatures.

SoapBox Server 2010 Administration Guide Page8
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4.1 Policies

Clicking on the Polices icon on the left pane of SoapBox Servélanagerreplaces the right pane with
a list of available policies. 2 dzQ fofir caiu®rss that allows an at a glance vievitef available

policies, a brief description of that policy, whether it is allowed by defanldl what roles have access to
the policy. To view thenore information aboutny of the policies, double click on the policy name.

Opening a policy presents andiow displayingall roles that have permission to the polidou can
either add a role oremove an existing rolé/ou caralso creag¢ new rolesat each policy level thadre
available globally to all the role lists for pdilicies. However, the user milse associatedvith an active
role in the Create Role policy trse this featurelf a role is not identified in the role list then that
specific policy is available to everyone.

4.1.1 Add Role to Policy
This policy indicates who has permissions to addleto a SoapBox Server policy.

4.1.2 Administrative Trace
This policy indicates who has permissions totheeadministrative trace function.

4.1.3 Broadcast Message to All Group
This policy indicates the roles of who mapadcast messages to any managed grouptaral the

users of that group.

4.1.4 Broadcast Messages to Groups
This policy indicates the roles of who mapadcast messages to any managed gradgers with these
roles may make the broadcasten if they are not an owner.

4.1.5 Change User Passwords
This policy prodes the permissions for users to change the password of anyone on their domain.

4.1.6 Create Managed Roster Group
This policy indicates who has permissionsreate managed rosters using the Manadrakter Groups
node.

4.1.7 Create Role
This policy indicates who hasrmissions to create a role. Roles are used in every policy. Roles are
typically created to group a class of workers.

SoapBox Server 2010 Administration Guide Page9
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4.1.8 Create User

This policy indicates who has permissions to create a user froil8dapBox Servéfanager This policy
is only valid when usg the SoapBoklanagement ConsoléThis policy will not have an effect if you are
using Active Directory, NT, or LDAP integration.

4.1.9 Delete Managed Roster Group
This policy indicates who has permissions to delete the roster groups from the Managed Rosger Gr
node.

4.1.10 Delete Role
This policy indicates who has permissions to delete an existing role.

4.1.11 Delete User

This policy indicates who has permissions to delete a user. This policy is only validsivigetine
SoapBox User Manager. This policy will not hawefect if you are using Active Directory, NT, or LDAP
integration.

4.1.12 Deny Login
This policy indicates whose login permissions have been revoked. Members of this policy will not be
allowed to login.

4.1.13 Edit Packing Login Settings
This policy indicates who hasrmissions tanodify global Message Logging and Archigetings.

4.1.14 Edit User
This policy indicates who has permissions to adiser.

4.1.15 Edit User Log Settings
This policy indicates who has permissionatadify user level Message Logging and Archiséitings.

4.1.16 List Policies
This policy indicates who has permissionseaivieve a list of current policies.

4.1.17 List Reports
This policy indicates who has permissionsetimieve a list of current reports.

SoapBox Server 2010 Administration Guide PagelO
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4.1.18 List Roles
This policy indicates who has permissionsaivieve a list of current roles.

4.1.19 List Users
This policy enumerates the users in the udrectory.

4.1.20 Manage Licenses
This policy indicates who has permissionanage SoapBox Server licenses. Licensasairdgained
in the License Management nodetbf SoapBox Servdflanager

4.1.21 Modify Managed Roster Group from Global Settings
This policy indicates who has permissionsadify the global settings of managing the rosggoups.
This setting is administered under tpeopertiess A Y R2 ¢ GAGE SR éapal yIF ISR w2 ad SN

4.1.22 Modify Managed Roster Group Members
This policy provides the ability to add memb#&ysand remove members from the managgrbups.

4.1.23 Modify Managed Roster Groups Owners
This policy provides the ability to add ownersatad remove owners from the managerbgps.

4.1.24 Modify Managed Roster Groups
This policy provides the ability to modify the properties of a managed group. Properties are managed by
right-clicking on the domain name in tf&apBox Servélanagerand selecting properties.

4.1.25 Multi User Chat Create Non-Persistent Rooms

This policy provides the ability to restrict thieers who can create ngpersistent Multi UseChat
(MUC) chatooms. Nonrpersistent rooms ar@automatically destroyed once the last user leaties
room. By default, this policy is grantealeveryone.

4.1.26 Multi User Chat Create Persistent Rooms

This policy provides the ability to restrict theers who can create persistent MUC chaams.
Persistent rooms remain in existence, with thigistory maintained, until they are explicittieleted.By
default, this policy is granted teveryone.

4.1.27 Multi User Chat Global Admins
This policy provides the ability to make certaiers global administrators for MUC. This meamg
users who match this policy wdltomatically be considered administratos finy room they join.
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4.1.28 Multi User Chat Global Banned Users
This policy provides the ability to make certain users banned for all rooms in MUC. This means any users
who match this policy will automatically be forbidden from joining any MUC rooms.

4.1.29 Multi User Chat Global Members
This policy provides the ability to make certain users members for all MUC rooms. This means any users
who match this policy will automatically be considered a member of a MUC room.

4.1.30 Multi User Chat Global Owners
This policy provides thability to make certain users owners for all MUC rooms. This means any users
who match this policy will automatically be considered an owner for all MUC rooms.

4.1.31 Remove Role from Policy
This policy indicates who has permissions to remove a role from@ypoli

4.1.32 Retrieve Rendered Managed Rosters

Since members of a roster can be made up of groups, roles and users, this policy provides the ability to
view the fully rendered list of individual members for a roster. This list displays in the Members area of
the SoapBox Servéianager

4.1.33 Run Reports
This policy indicates who has permissions to 8a@apBox Server reports.

4.1.34 Search Users
This policy indicates who has permissions to search for users.

4.1.35 User Search by Email
This policy indicates who has permissionseard for a user by email. This applies to tBeapBox
Server User Directory component.

4.1.36 User Search by Name
K This policy indicates who has permissionséarch for a user by email. This applies to $lo@pBox
Server User Directory component.

4.1.37 User Search by Role
This policy indicates who has permissionsdarch for a user by role. This applies to 8wmpBox Server
User Directory component.
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4.1.38 User Wildcard Search
This policy indicates who has permissionséarch for a user using wildcards. This appligbeo
SoapBox Server User Directory component.

4.1.39 View Managed Roster Groups
This policy indicates who has permissions to view the groups under the Managed Roster Groups node.

4.1.40 View Packet Logging Settings
This policy indicates who has permissions to view paokging settings.

4.2 Users

Selecting the Users node under your semmvides a method to manage your usefglministrators
have the ability to add userdglete users and to search for users of y8eapBox server in order to
perform administrative actios.

. ;—:’ Coversant SocapBox Server Management Studio

Eile Tools Help

El'}l} SoapBox Servers Users
Blﬁa test.coversant net (3.3.335)
i | Managed Roster Groups test.coversantnetiUsers

@ Message Archiving and Auditing
Conference Rooms {conference test coversant net)
Policies
* Cross Domain Connections MName Address
Trace

@gp One Level ERgfresh 4 Properties {f_‘] MNew x Delete -,-', Reset Password W Filter

Q soapboxadmin soapboxadmin@test coversant net
Q corey pham corey pham@test coversant net
Q test test @test.coversant net
Q user] user]@test.coversant .net

users user?@test coversant net
2 userd user3@test coversant net
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4.2.1 Adding Users
Adding a user can be done through three different methods:

1. Select the Add User link located in the middle pane.
2. Right click on the Users node and select Add User.

3. Right click on an existing user and select All Taslk®I&ting this option a side menu displays with
an option to Create New User.

All three methods produce a window allowing the administrator to enter a username and password for
the new member.
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General

g |ser Mame:

Fasswaord:

Confim Password:

4.2.2 Deleting Users

Deleting a user is accomplished by right @tiglon the user to be deleted and selecting All Tasks. A side
menu displays with an option to Delete User. After selecting Delete User a confirmation message
displays verifying the deletion should occur.

4.2.3 Searching Users

Currently there are two types of sezdnes available: Role based and User Name based.

Ly 2NRSNJ G2 KIFI@S | 00Saa G2 GKAa FdzyOdAzylrftAidezr K
noted previously in this guide, policies exist for User searches. The policies are further itdded

categories of permissions to search by Email, Name, Role and wildcard.
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Users have the option of setting the max users returned and also the number of users to display per
page.

4.2.3.1 Searching Usersby Role

When using the SoapBox User Manager there arerfoles already established as user search criteria.

By clicking in the box next to the roles text box located in the middle pane with a section header of Misc,
a dropdown menu appears listing All, Administrator, Power User and User. Select the rolesiyeu de

and select the blue Search link. All users associated with the role selected will display in the box to the
right.

4.2.3.2 Searching by User Name

To search by name, simply enter the user name or part of the name in the available text box. This search
also suports wildcards as part of the search criteria.

4.2.4 User Roles
To add a role to a particular user, right click on the user name and select Properties. The window
defaults to the Member Of tab. This tab lists all roles currently associated to the selected user.

To add an additional role to the selected user, select the Add Role button. By selecting this button the

role list displays. The role list contains a list of all available roles. Select the desired role to associate to
the user and select OK. If the desin®le does not exist, select the Create New Role button from the

Role Select window. Enter a Role Name and description and select OK. Once OK is selected, the new role
is contained in the Role List.

Note: The users performing these functions must be nbems of the policies granting these
permissions.

4.2.5 Set New User Password
To set a new password for the user, right clicklmuser and select New Password. A windbgplays
requesting a new password and alsactinfirm the newly entered password.

4.3 Trace
Trace provides administrators and application developers with a detailed look at the inner workings of
the SoapBox Server. It allows you to diagnose configuration problems witlfsgapBox Server, track
down malicious activity, and debug your custom appides. By right clicking on the Trace icon there
are several features that are available:

 Start Trace

1 Stop Trace

i Clear Trace
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1 Load Trace

1 Save Trace
Once an administrative trace has started a list of classes and trace levels display. Each class level has its
own associated trace level. To display the trace level options, right click on the class name. The available
options are Error, Warning, Info Verbose and Off. Definitions of each class function display under the
class listing window.
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